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1. Introduction

Waste Investigations Support & Enforcement (WISE) holds a large amount of sensitive information which is crucial to the running of the Company. Whilst many information systems can be recovered after an incident the business-critical data that resides in electronic and paper form must be suitably protected. This involves considerations into confidentiality, integrity and availability of business critical and potentially sensitive data.

This policy is designed to the ISO27001 standard. Subsequently this policy shall be reviewed and updated regularly to ensure that it remains appropriate in the light of any changes to legal, contractual or acceptable use obligations.

2. Objectives

The objection of the Data Retention Policy is to provide guidance on the retention of the various types of data NES holds. This document strives to balance the need to store information with legal obligations to destroy the data safely when it is no longer required.

3. Scope

The Data Retention Policy applies to information in all its forms. It may be on paper or stored electronically, including cloud based storage. It includes text, pictures, audit and video. It covers information transmitted by post, by electronic means and by oral communication, including telephone and voicemail. It applies throughout the lifecycle of the information from creation through storage and utilisation to disposal. Appropriate protection is required for all forms of information to ensure business continuity and to avoid breaches of the law and statutory, regulatory or contractual obligations.

The policy applies to all staff and applies to all WISE owned/licensed data and software, be they loaded on WISE or other/externally owned systems.

4. Policy Statement

WISE is committed to protecting the security of data through the preservation of:-

Confidentiality – protecting information from unauthorised access and disclosure
Integrity – safeguarding the accuracy and completeness of information and processing methods
Availability – ensuring that information and associated services are available to authorised users when required

WISE will develop, implement and maintain the Data Retention Policy to ensure data is sufficiently stored processed, transmitted and destroyed in a way consistent without legal, contractual and ethical obligations.




4.1     Guidelines on data retention

NES has developed a policy on how long certain types of data are retained.  Please refer to the Appendix.

4.2.    Considerations under the Data Protection Act

WISE will collect, retain and transmit personal data under the terms of the Data.

Data Protection Act 2018.

The act governs the collection, retention and transmission of information about living individuals and the rights those individuals have to see this information. The Act was updated in 2000 to cover personal data in both electronic and manual form.

The principles are that personal data shall be:-
4.2.1.1 Fairly and lawfully processed
4.2.1.2 Processed for limited purposes
4.2.1.3 Adequate, relevant and not excessive
4.2.1.4 Accurate
4.2.1.5 Not kept longer than necessary
4.2.1.6 Processed in accordance with the data subjects rights
4.2.1.7 Secure
4.2.1.8 Not transferred to a country or territory outside the European Economic Area (EEA) unless that country or territory ensures an adequate level of protection

Personal data is defined by the Information Commissioner as any information about an individual from whom you are collecting; the compromise, loss or theft of which could cause distress or harm to that individual.

Examples of personal data include:-
· Address
· Date of birth
· National Insurance Number
· Telephone numbers
· Benefit details
· Bank account details
· Information relating to the persons health or disability





4.3     Disposal of Information

WISE have an obligation to dispose of personal, confidential and business critical information in a secure manner.

For confidential paper information, employees should ideally cross shred onsite and additionally put into the confidential waste stream.

For confidential, electronic information:-
DVDs/CDs should be shredded and then put into the recycling stream
Computer hard drives and external storage media (such as USB sticks) should be wiped with a suitable software tool. No unencrypted data should be left on these types of media before re-using/recycling/disposal (request assistance from Head Office IT)
Media that cannot be wiped initially will need to be sufficiently protected before being overwritten e.g. stored in a locked cupboard



	[image: A picture containing text

Description automatically generated]
	Data Retention Policy
	Issue No
	4

	
	
	Issue Date 
	01/11/2025

	
	
	Confidentiality
	Company

	
	
	
	Page 1 of 1







	Not controlled if Printed. The Company reserve the right to amend, change or withdraw any part of this document at any time.
© This document is provided under licence and should not be amended or copied unless under the terms of the user licence agreement
	[image: Icon

Description automatically generated]



APPENDIX



	TYPE OF RECORD
	RETENTION PERIOD

	TM Enforce Case Management System – electronically held data
	Personal information shall be kept on the system for 5 years after the conclusion of the incident.


	
	If the FPN is cancelled by virtue of a cancellation code then the deletion of the personal data is immediate.


	
	If the contract ends then the remaining live personal data is handed over to the partner

	
	Client (Council) in the agreed format and becomes their sole responsibility and part of their retention policy.


	
	After this 5-year period only statistical information will remain.


	PACE Notebooks
	PACE Notesbooks remain the property of the partner client (Council) at all times.  They are kept secure and with WISE whilst in use. Once full or at the end of the contract they must be returned to the partner client (Council).

	
	

	
	

	
	

	Body Worn Camera Footage
	Body Worn Camera footage is retained on the secure Cloud based storage system (Halo Vault). Once the FPN has been discharged either by way of payment, cancellation or withdrawal then the footage is unmarked as evidence and will automatically delete after 31 days.

Whilst is continues to be evidence it will be retained.

If the FPN is to be part of the court process then it may be retained for a period of 5 years, after which it will be deleted.

	
	 

	
	If the contract ends then the remaining live Body Worn Camera footage is handed over to the partner client (Council) in the agreed format and becomes their sole responsibility and part of their retention policy. At this point the footage is permanently deleted from the TM ENFORCE Case Management System.
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