
	
Step one:  Identify the need for a DPIA
 
Explain what the project aims to achieve, what the benefits will be to the organisation, to individuals and to other parties. 

You may find it helpful to link to other relevant documents related to the project, for example a project proposal.

Also summarise why the need for a DPIA was identified (this can draw on your answers to the screening questions).

The use of Body Warn Cameras (BWC) is for the protection of officers and to ensure quality of evidence.  BWC are used as a proportionate response to meet these objectives.

BWC are deployed to officers issuing fixed penalty notices and parking charges.  BWC are a proven tool in deterring abuse of staff and in obtaining evidence in relation to events as they occur.  Using BWC can significantly reduce the time and cost involved in investigation allegations and in proving the ‘offence’ for which the notice has been issued.

It is known that false allegations are made and sometimes BWC are useful in disproving such allegations.  BWC capture actual events and are not influenced by interpretations, or events, as seen by people who are under the influence of alcohol or drugs.

The BWC system can reasonably deliver these benefits and does so consistently.







	






 Step two: Describe the information flows


You should describe the collection, use and deletion of personal data here and it may also be useful to refer to a flow diagram or another way of explaining data flows. You should also say how many individuals are likely to be affected by the project.

Upon commencing duty, the Officer signs out their BWC from the Secure Council Offices.

BWCs are worn by our trained and vetted staff.  When an Officer witnesses an offence, they are instructed to approach the Suspect, turn on the BWC and advise the suspect that they are subject to video and audio recording.

Audio and video recording continues as the Officer issues the fine.  Upon completion of the exchange, the recording is terminated.

All audio and video recording are stored on the device utilising GDPR compliant encryption.

Upon completion of the shift, the Officer returns the BWC to the docking station stored with the secure Council Offices.  The device then uploads the encrypted data to a secure online storage facility provided by Pinnacle.

The information is used to safeguard the Officer whilst in lawful execution of their duty.  Evidence may be provided for investigations and enforcement.  Individuals subject to enforcement may request copies of the data that contains their personal information.  Disclosure of data is covered by internal processes which are fully compliant with relevant legislation.

Access to recorded images is gained via a password controlled system.  

Images are retained for 31 days, unless requested as part of an incident in which case they may be stored for up to 6 years depending on the incident.

The system automatically deletes the information after 31 days.

Data is released to third parties either via encrypted DVD or CD-ROM.  Each request for data must be made via a signed data release form.  In the case of the Police, this  must be authorised by a person at the rank of Sergeant or above.  No data is released without written/signed authorisation.





	
Consultation requirements

Explain what practical steps you will take to ensure that you identify and address privacy risks. Who should be consulted internally and externally? How will you carry out the consultation? You should link this to the relevant stages of your project management process.

You can use consultation at any stage of the DPIA process.

The use of BWCs is an accepted method of gathering contemporaneous audio and video recording at the time of an event and the consensus is that BWC is the best solution to deliver the objectives set out.  

Members of the public are advised that audio and video recording is in use by the design of the cameras, by verbal notification from the Officer and via our Privacy Notices provided online.

By abiding with current legislation and industry best practice, we aim to show that the BWC system is only used for officer safety/detection purposes.






	
Step three: Identify the privacy and related risks

Identify the key privacy risks and the associated compliance and corporate risks. Larger-scale DPIAs might record this information on a more formal risk register.

Annex three can be used to help you identify the DPA related compliance risks. 

	Privacy issue
	Risk to individuals
	Compliance risk
	Associated organisation / corporate risk

	The Cameras may record more data than necessary to achieve the objectives.

Data may be obtained that is not necessary but is not subsequently disposed of/destroyed.

Data may be released to a third party without consent or processed unlawfully.







	Unnecessary intrusion to privacy.



Personal data is being retained without lawful authority.




Exposure of personal data beyond objectives.
	Breach of principle 3.




Breach of principles 1 and 5.





Breach of principles 2 and 6.
	Potential claim against organisation and enforcement action.

As above.







As above.
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Step four: Identify privacy solutions

Describe the actions you could take to reduce the risks, and any future steps which would be necessary (eg the production of new guidance or future security testing for systems). 

	Risk
	Solution(s)
	Result: is the risk eliminated, reduced, or accepted?
	Evaluation: is the final impact on individuals after implementing each solution a justified, compliant and proportionate response to the aims of the project?

	The Cameras may record more data than necessary to achieve the objectives.


Data may be obtained that is not necessary but is not subsequently disposed of/destroyed.


Data may be released to a third party without consent or processed unlawfully.
	Positioning of the cameras are regularly reviewed to ensure reasonable expectations of privacy are met.

System automatically deletes data after 31 days.  Any copies are recorded within the manual and stored until no longer required.

Only written requests for data, accompanied with ID, are processed.  The BWC are encrypted and images would not be accessed in the event of theft or loss of the device.
	Reduced




Accepted





Eliminated


	The impact is justified, compliant and proportionate to the aims.


The impact is justified, compliant and proportionate to the aims.



The impact is justified, compliant and proportionate to the aims.


 



	
Step five:  Sign off and record the DPIA outcomes 

Who has approved the privacy risks involved in the project? What solutions need to be implemented? 

	Risk
	Approved solution
	Approved by 

	The Cameras may record more data than necessary to achieve the objectives.


Data may be obtained that is not necessary but is not subsequently disposed of/destroyed.


Data may be released to a third party without consent or processed unlawfully.
	Annual review of camera quality and positioning




Record of hard copies reviewed and unnecessary material disposed of.


Written subject access requests required.


	John Dunne





John Dunne





John Dunne









	
Step six: Integrate the DPIA outcomes back into the project plan  

Who is responsible for integrating the DPIA outcomes back into the project plan and updating any project management paperwork?  Who is responsible for implementing the solutions that have been approved? Who is the contact for any privacy concerns that may arise in the future?

	Action to be taken
	Date for completion of actions
	Responsibility for action

	Book annual audit

Review hard copy record

Review Subject Access Record


	01/11/2022

01/11/2022


28/11/2022

	John Dunne

John Dunne


John Dunne






	Contact point for future privacy concerns 

	Mr John Dunne
Managing Director
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Annex A

Process for releasing video footage in relation to Environmental Crime Offences
Where WISE Officers observe an offence and activate their body worn camera, this footage will be personal data and the ‘offender’ will have a right of access under the Data Protection Act 2018.  Employees should be aware that the data subject may make a subject access request at any time and that the data held must be provided free of charge (subject to certain exemptions).  

The Data Subject may make their request in writing, via email or over social media.  Employees should be aware that there is no specific form to complete and therefore be able to identify requests.  

Data subjects must request the data from the Data Controller.  Typically, WISE is a joint controller with the Local Authority, as we process and control the data obtained.  

Prior to completing a request, we must first be satisfied that the individual requesting the data is the Data Subject.  If we have not had any dealing with the requester before, we should ask them provide proof of ID via return.

However, this cannot delay the request – if the proof of ID is not provided within a reasonable period (typically 14 days) the request should be refused on the basis that we are unable to identify the requester as the Data Subject and therefore are unable to release the data (see template responses).

Once we are confident that we are dealing with a request from the Data Subject, we have to respond as soon as practicable and in any case, no later than 30 days after the valid request is received.  Clarification can be requested but that does not stop the clock and the request should still be processed.

Typically, we will hold the following data that may be Personal Data:

•	An image of the FPN
•	An image of the Offender
•	The Officer Witness Statement
•	The FPN record
•	Any correspondence received
•	Any notes on the system
•	The Payment record (where applicable)
•	Body Worn Camera Footage
Before disclosing the data, we need to satisfy ourselves that the data falls within the remit of the legislation.  

First, we need to establish whether the data is Personal Data e.g. does that data relate to a natural person and does it (or can it) identify that individual either on its own or when combined with other data.  Typically, most of the data in the list overleaf will be personal data.

Secondly, we need to see if any statutory exemptions apply.  Those are listed under Schedule 2 of the Data Protection Act 2018 but typically, we focus on the Crime and Taxation Exemption.  This exemption only applies if;

a) The FPN is unpaid thereby meaning that there is an active criminal investigation being undertaken, and
b) Disclosure would likely prejudice either the detection of crime or the prosecution of the offender.

The test of prejudice is not complex but as a general rule of thumb, we would disclose the data that the Data Subject is in possession of already (the FPN image, any correspondence or representions) and anything that would assist with the investigation (such as the image of the offender to assist with identification, if this is disputed).

We would not disclose anything else, in particular the body worn camera footage, as to do so would likely prejudice the detection of crime and the prosecution of offenders (see template responses).

However, once the FPN is paid the Crime and Taxation exemption is removed (as the offender has discharged their criminal liability) and as such, all personal data must be disclosed unless another statutory exemption is permitted.

Whenever we respond to a request, we must identify the reason for the restriction (the Exemption applied) and offer the Data Subject the opportunity to escalate the matter to the ICO or the Courts (see template responses).

If in doubt, seek advise from the Data Protection Officer.

A flowchart is attached below to assist your decision making.
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